
A SUMMER BREEZE 
FRAUD INSIGHT 

July 2021 



July 2021 

A SUMMER BREEZE 
With the imminent relaxation of covid related restrictions and a desire of many to get back to some normality, fraudsters are    

taking advantage of people wanting to go on holiday and return to live events. The following will provide you with details of some 

of the most common types of scams that you should be aware of. 

Beware of ticket fraud as restrictions ease Many festivals and events scheduled to go ahead as coronavirus-related restrictions 

ease have already sold out, something criminals are more than happy to take  

advantage of. To avoid disappointment, only buy tickets from the venue directly, an 

official promoter or agent, or a well-known and reputable ticket site. Don’t be duped 

by offers on secondary ticketing websites or social media, as this is often where  

criminals will advertise fake tickets to popular and sold-out events. Remember, if a 

deal sounds too good to be true, it probably is.  

Key messages: Only buy from reputable outlets - Be wary of unsolicited emails 

Beware of holiday fraud as restrictions ease We are all more eager than ever to go on a holiday and relax with family and friends,  

following the coronavirus pandemic. However, criminals will stop at nothing when it 

comes to defrauding innocent people out of a well-deserved break and their  

hard-earned cash. Criminals are increasingly using more sophisticated ways to trick their 

victims, which is why it’s important that we all do our research when booking a holiday 

and making travel arrangements. Regardless of whether you’re planning on travelling 

abroad, or going on a domestic holiday this year, remember, if a deal sounds too good to 

be true, it probably is.  

Tops tip to avoid falling victim to holiday fraud 

• Stay safe online: check the web address is legitimate and has not been altered by slight changes to a domain name – such 

as going from .co.uk to .org. 

• Do your research: don’t just rely on one review – do a thorough online search to ensure the company is credible. If a  

company is defrauding people, there is a good chance that consumers will post details of their experience, and warnings 

about the company. 

• Look for the logo: check whether the company is an ABTA member. Look for the ABTA logo on the company's website. If 

you have any doubts, you can verify membership of ABTA online on their website. If you're booking a flight and want more 

information about ATOL protection, or would like to check whether a company is an ATOL holder, visit the Civil Aviation 

Authority website.  

• Pay safe: wherever possible, pay by credit card. You should avoid paying directly into a private individual’s bank account. 

• Check the paperwork: you should study receipts, invoices and terms and conditions, and be very wary of any companies 

that don’t provide any at all. When booking through a holiday club or timeshare, get the contract thoroughly vetted by a 

solicitor before signing up. 

• Use your instincts: if a deal sounds too good to be true, it probably is. 

For a full list of tips to avoid becoming a victim of fraud, please visit: https://www.abta.com/tips-and-advice/planning-and-

booking-a-holiday/how-avoid-travel-related-fraud. 

https://www.abta.com/abta-member-search
https://www.caa.co.uk/ATOL-protection/Consumers/Checking-for-ATOL-protection/
https://www.caa.co.uk/ATOL-protection/Consumers/Checking-for-ATOL-protection/
https://www.abta.com/tips-and-advice/planning-and-booking-a-holiday/how-avoid-travel-related-fraud
https://www.abta.com/tips-and-advice/planning-and-booking-a-holiday/how-avoid-travel-related-fraud


Following a criminal investigation by the AuditOne counter fraud team, a Cleveland man appeared at  

Teesside Magistrates Court on Wednesday 9 June 2021, charged with defrauding the NHS following false  

travel expense claims he had made. Under the National Healthcare Travel Costs Scheme, some individuals 

are able to reclaim the cost of their journeys to and from certain hospital appointments whether they  

travel in their own car or by public transport. Between 28 September 2017 and 7 November 2019, the individual made 75 claims 

for a total of 673 journeys of which only 28 were for genuine appointments. Although the trust had systems and processes in place 

to prevent this fraud from occurring, the individual took advantage of how busy staff were and obtained blank claim forms, which 

he then used to falsify mileage cost claims. He also forged the authorising signatures of genuine staff who he had come in to     

contact with during legitimate appointments, using their names identified on name badges worn by the staff. In total, he  

defrauded South Tees Hospitals NHS Foundation Trust of almost £3,300. The fraud came to light when cashiers realised they had 

already paid out a claim for the same journey. The trust reported their suspicions to the trust’s dedicated counter fraud specialist 

who commenced a full criminal investigation.  

The defendant was sentenced to a 12 month community order and ordered to repay the stolen money in full to the NHS trust. The 

defendant had already started to repay the money at the time of his sentencing.  Chris Hand, Chief Finance Officer of South Tees 

Hospitals NHS Foundation Trust said: “Any money lost to fraud affects the amount of resources the NHS has available for front line 

care. This result sends out a clear message that fraud will not be tolerated against South Tees Hospitals NHS Foundation Trust, and 

that those found to have defrauded the NHS will not only face prosecution, but the money stolen will be pursued to ensure that it 

goes back where it belongs. I would urge anyone who has suspicions of NHS fraud to report them to their local counter fraud      

specialist.” 

Terry Smith, Director of Counter Fraud at AuditOne added: “The NHS is estimated to lose in excess of £1.2bn a year to fraud and 

AuditOne’s team of counter fraud specialists work across the region to proactively detect and deter fraud on a daily basis. This 

prosecution centres on an individual deliberately abusing a scheme set up to support those in need of financial support to access 

healthcare services and this is completely unacceptable. Fraud is not a victimless crime and we will continue to robustly pursue 

criminal prosecution and financial recovery of those found to be stealing valuable NHS resources.“  

Media coverage of the case can be viewed by clicking on the following link: Carer racked up gambling debts and swindled over 

£3,000 in travel costs at hospital - Teesside Live (gazettelive.co.uk)  

AUDITONE PROSECUTION: PATIENT SENTENCED FOR TRAVEL COSTS FRAUD 

PREVENTING FRAUD WITH ANTI FRAUD: HOW YOU CAN HELP? 

One of the best ways of helping the NHS prevent fraud is to know what to look out for 

in your day to day job. One good way of doing this is to arrange a fraud  

awareness presentation for your team, department/ward or directorate.  

 

Our team of trained counter fraud specialists will provide you with an interactive   

presentation focusing on real life fraud cases. The presentations can be tailored to suit 

the audience and time available. So, if you have a monthly/quarterly team meeting and 

fancy hearing from a team you might not ordinarily consider, why not give us a go. To 

arrange a presentation, please click the icon below, complete the form and one of our 

team will be in touch.  

Presentation Request form - Click here >>> 

https://www.gazettelive.co.uk/news/teesside-news/carer-racked-up-gambling-debts-20778279
https://www.gazettelive.co.uk/news/teesside-news/carer-racked-up-gambling-debts-20778279
https://forms.office.com/Pages/ResponsePage.aspx?id=lEPW0WjiiUiIGNO-JFTq8MXzxzcz425ImpwcPKLwW_FUME9HUTQ2TjI3VEE4Vk5OTDVRMEtDOEJBRS4u


NHS CASE: NHS TRUST DIRECTOR SACKED OVER FAKE LAW DEGREE 

An NHS boss who claimed to have a law degree from a university he   

never graduated from has been sacked. The defendant was due to become 

the chief executive of a south east NHS Foundation Trust when the  

suspicions came to light. He subsequently withdrew his application for chief 

executive. The dismissal comes after it was revealed that the defendant’s 

LinkedIn profile stated that he had a Master of Laws degree (LLM) from the  

University of Georgia. In truth, he had never graduated from that  

university. The LinkedIn profile has now been changed to state that the  

degree was not awarded. 

Following an internal disciplinary process carried out by the NHS Foundation 

Trust in London, to which he returned after leaving the south east Trust, he 

was dismissed. 

NHS CASE: NHS MANAGER JAILED FOR £800K FRAUD 

S T A F F 

Working elsewhere whilst reported sick 

Submitting altered or falsified 

timesheets 

Making false expenses claims  

including inflated mileage claims 

Carrying out private clinical practice in 

NHS core hours 

Carrying out private administrative 

work for clinicians (drafting notes/

letters) in core NHS hours 

Providing false information on job 

applications 

Providing false references as part of a 

job application 

Fraudulent use of prescriptions 

Diverting NHS money to  

private bank accounts 

Using false identity documents to 

secure employment 

COMMON TYPES OF  

NHS FRAUD 

An Essex IT manager was sentenced to 5 years and 4 months’ imprisonment 

for defrauding the NHS and HMRC of over £800,000 (Chelmsford Crown 

Court, 30 June 2021). Concerns first arose after the trust ran a data      

matching exercise on its payroll and accounts payable records, alongside 

Companies House records. After a comprehensive initial  

investigation by the local counter fraud specialist, the investigation was  

escalated to the NHS Counter Fraud Authority’s National Investigation     

Service as specialist financial investigation powers would be required. While 

the defendant had submitted a ‘nil return’ declaration of interests form to 

the trust, the investigation confirmed he was actually the director of 2    

companies that had received a large amount of money from the trust over a 

seven year period (2012-2019), because he was submitting and then settling 

the invoices. While the defendant methodically siphoned NHS money into 

his own pocket, no products or services invoiced for by these companies 

were ever provided to the NHS. The hundreds of invoices submitted by his 

own companies to his NHS employer were all individually for relatively  

modest amounts, meaning he was authorised to sign them off without fur-

ther checks. On the invoices he submitted, he also charged for VAT which 

was never forwarded to the HMRC as neither company was VAT registered. 

The VAT registration number he quoted was false and related to another 

legitimate company. The VAT he charged the NHS totalled £132,000, which 

is included in the total of £806,229.80 that he defrauded the NHS. The pay-

ments came from the IT budget, which inevitably meant there was less to 

spend on genuine IT. 



1 - INVESTMENT SCAMS 

6 SCAMS TO WATCH OUT FOR IN 2021 

2 - CRYPTOCURRENCY SCAMS 

3 - ROMANCE SCAMS  

Over £78 million was lost in 2020 to ‘clone firm’ investments. Here, investors are duped 

into taking out investments from criminals using cloned versions of genuine companies. 

Action fraud report that victims lose an average of £45,242 each, when investing with 

fraudsters imitating genuine investment firms. The ongoing financial impact of  

coronavirus may also make people more susceptible to these types of clone firm scams 

4 - TICKET SCAMS 

As cryptocurrencies continue to buzz around the internet, people 

may fear missing out on their chance to get rich. The scams can 

take different forms but often involve fake prizes, contests,    

giveaways or early investment opportunities. The scammers may  

impersonate celebrities (e.g. Martin Lewis, Money Saving Expert) 

or popular cryptocurrency websites (e.g. Coinbase, Binance, etc.) 

to lure victims into sending them money or sharing login  

information. 

6 - WEDDING SCAMS 

With the easing of COVID restrictions, some fraudsters will sell 

football, event or festival tickets that are either fake or will  

never arrive. It is also expected that "package trips" will be 

offered by fake travel companies. Always buy tickets from 

a reputable source.  

5 - QR CODE SCAMS  

While romance scams aren't new, they're increasingly popular 

with fraudsters taking advantage of people’s loneliness and  

isolation during the pandemic. According to Experian, people lost 

£220 million to romance scams in 2020, up from £54 million in 

2016. Scammers often steal someone's identity or create fake  

profiles on dating and social media apps to meet victims. There's 

no sure-fire method to detect a fake, although scammers may use  

attractive photos and avoid meeting in person. After gaining your 

trust, they'll ask you to buy them something or send them money. 

Or, the person may "mistakenly" send you money and ask you to 

send it back or forward it to someone else. If your bank later   

determines that their payment was fraudulent, you'll be out the 

cash they sent you as well as whatever money you sent out.    

Romance scams can target anyone, and some scammers form  

platonic rather than romantic relationships. 

QR codes have gained popularity as a touchless option to do 

things like read a restaurant menu or make a payment during 

the pandemic. However, scammers have taken to placing fake 

QR codes over genuine ones. Scanning these fake QR codes 

could prompt you to make a small purchase or enter your  

credentials on a look-alike website.  

as many people worry about their finances because of the pandemic. The criminals running these scams  

engage with victims by taking out adverts on social media platforms and search engines. Victims will then 

click on these adverts and be taken to exact replicas of websites belonging to genuine investment firms. 

The most sophisticated criminals will even clone the website domain name. Once victims have registered 

their interest, they’ll be contacted by the fraudsters, who often obtain the names of genuine employees 

of investment firms and create seemingly legitimate company email addresses, but with very subtle 

changes.  

Further information on how 

to protect yourself from 

these types of scam as well 

as many others is available 

from Action Fraud. 

Experts fear couples could be easy prey for fraudsters who 

tempt victims with extravagant offers at bargain prices.  

Fraudsters can set up fake websites for elements of the big day 

like venue hire, catering, or wedding dresses that appear very 

realistic.  

https://www.actionfraud.police.uk/ 



HOW FRAUD AWARE ARE YOU? 
Like everyone, we in the AuditOne counter fraud team like to know how we are doing. So, we are  

challenging you to tell us. By clicking on the icon below you’ll get 6 easy questions that will let us know where 

we can improve. We know that staff get a lot of requests for their time but this one will help protect NHS re-

sources so that more is available for patients. It’s completely anonymous too.  

Click here to complete the feedback form >>> 

Investigation Officer Mark Davison  

A FEW QUICK QUESTIONS WITH... 

What does an investigation officer do?    

What do you enjoy most about being an NHS investigation officer? 

What does a normal week look like for you?   

What did you do before you became an NHS investigation officer? 

 

I look upon the role of an NHS investigation officer to find out the truth following an 

allegation, whether that is criminal, disciplinary, or regulatory body. We carry out a 

wide range of investigations and advise and implement appropriate and effective 

sanctions on identified persons involved in fraud, corruption, and bribery against the 

NHS. Investigation officers are involved in interviewing suspects,  

pursuing financial recovery through civil and criminal methods, and at AuditOne we 

also carry out non-criminal investigations such as disciplinary and grievance.   

I worked as a police officer in London’s Metropolitan Police and Northumbria Police in total for thirty years. 

Much of this time was spent in serious crime investigation and intelligence operations as a detective       

constable. Upon leaving the police service I worked as a NHS Nursing Assistant (Mental Health) in CNTW. 

It is always busy. I am currently working from home and start my day by reviewing my case referrals. A typical day may be  

interviewing a witness over a video link, completing applications for evidential material, putting a case file together, or writing a 

report to conclude a criminal or workforce case. Like any other job, we have case conferences and training to complete. 

What advice would you give to someone who wants to work within investigation/counter fraud? 

No two days are ever the same and neither are the referrals you undertake. I find the work we do to be so unique and  

interesting.  Most of the time you are entrusted to deal with confidential and sensitive matters in a massive organisation. The  

daily challenge and responsibility we have is what I enjoy the most. 

Go for it with some tenacity.  Do some reading about the work of the NHS investigators and work that they have carried out. Speak 

to an investigator and ask about the day-to-day expectations of the role.  It’s a great career – there is never a boring day, and you 

will find it mentally challenging and very rewarding.   

What’s your favourite quote and why?  How do you spend your time away from work? 

I live near to the Northumberland coast and take timeout to 

walk the beaches. I have a jack russell called ‘Marley’ and enjoy        

exercising her here. I find reading is the best way to unwind a 

busy day and use air pods and music to completely chill. 

Having worked in mental health acute wards, I am a great 

believer in compassion, hope and positivity. 

‘ It always seems impossible until it is done’           

Nelson Mandela    

https://forms.office.com/Pages/ResponsePage.aspx?id=lEPW0WjiiUiIGNO-JFTq8MXzxzcz425ImpwcPKLwW_FUQTQ2U1lGMjk5U1Y1UEkyUzFORk4yUDlTMy4u


NHS CASE: FORMER NHS DIRECTOR OF FINANCE JAILED FOR 11 YEARS FOR £1M+ FRAUD 

A former NHS Director of Finance was sentenced to 11 years and 5 months’ imprisonment following his conviction for a  

series of serious fraud offences, which included significant offences against the NHS. The NHSCFA investigated the case in  

partnership with Greater Manchester Police, and have been responsible for investigating the fact that the defendant was fraudu-

lently occupying three full time senior NHS positions at once.  

The defendant obtained the positions through two employment agencies which were both unaware of his deception - Axon  

Resourcing Limited and Hays Specialist Recruitment Limited. From November 2012 to January 2013, he simultaneously held full 

time interim Director of Finance or equivalent posts with Merseyside Commissioning Support Unit (CSU); South East Staffordshire 

and Seisdon Peninsula Clinical Commissioning Group (SESSP CCG); and Cheshire and Wirral Partnership Trust (CWPT). He failed to 

disclose his employment to all three organisations. He worked as a full time Director of Finance for both Merseyside CSU and SESSP 

CCG between 1 November 2012 and 14 January 2013. This enabled him to fraudulently earn a combined salary of £2,000 a day. 

During this period, in December 2012 he accepted a third simultaneous NHS Director of Finance position, with CWPT. The total loss 

to the NHS amounted to £88,000. What started in May 2013 as a locally-led NHS investigation was tasked to the NHSCFA’s National 

Investigation Service in September that year. Its investigators uncovered that the subject had spared no effort to  

maintain the illusion of carrying out his multiple responsibilities. To cover his tracks, he would contact his NHS employers with a 

range of excuses for his numerous absences - from needing to work from home to having to receive cancer treatment. On one oc-

casion, when he needed to attend an NHS job interview in London, he said that his father had died. On top of his NHS posts, he had 

extensive private business interests to run. The defendant declined to use NHS mobile phones and laptops and was only available 

through the personal assistant at his private business. During his interview under caution, he tried to defend his criminal actions by 

saying that it did not stipulate in his contracts that he had to declare other employment. The defendant pleaded guilty to 12 charg-

es of fraud and theft, including three counts relating to the NHS, but disputed the amounts he had stolen for the Greater Manches-

ter Police investigation. He was sentenced on all 12 counts, with all sentences to run consecutively, totalling 11 years and 5 

months. He will serve a minimum of half of the sentence in prison, with the remainder on licence.  

Media coverage of the case can be viewed by clicking on the following link: Accountant jailed for 'industrial scale' £1.4m fraud - 

BBC News   

PREVENTING FRAUD: WHATSAPP SETTINGS CHANGES 
WhatsApp has recently changed the group settings within its app to include “everyone” so people you don’t know can add you to a 

group, including loan sharks, financial fraud groups, etc. To protect yourself and ensure you can only be added to groups by people 

you know, please consider the following steps to secure your account:  

1 - Sign in to your WhatsApp account 

2 - Click on settings  

3 - Click on Privacy 

4 - Click on Account 

5 - Click on Groups 

6 - Change from “Everyone” to “My Contacts”, then press Done 

https://www.bbc.co.uk/news/uk-england-merseyside-56765120
https://www.bbc.co.uk/news/uk-england-merseyside-56765120
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FRAUD REPORTING HOTLINE 

0191 441 5936 

0800 028 4060 

NATIONAL FRAUD REPORTING HOTLINE 
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